Abstract-In this paper, we evaluate the bit error rate (BER) performances of digital communication systems that employ complex spreading modulation schemes in Rayleigh fading for various jamming scenarios. The jamming signals are barrage noise, pulsed noise, and tone jamming. Specifically, we consider quadrature phase-shift keying (QPSK) and 64-ary quadrature amplitude modulation (64QAM). For these modulations, we derive the BER performances for various diversity combinations of transmit and receive antennas. In particular, we emphasize the multiple-input, multiple-output (MIMO) configurations.
I. INTRODUCTION
For a traditional communications system in a fading environment, the benefits of antenna diversity are now well known [1] , [2] . Transmit and/or receive diversity refers to multiple transmit and/or receive antennas, also known as multiple input, multiple output (MIMO) systems. Also, BER rates are well documented for MIMO systems in fading channels. In military communication systems, external interferences called jamming are practical problems. In non-fading environments, jamming is often mitigated by the use of spread-spectrum (SS) techniques. Indeed, BER rates for spread spectrum techniques for some jamming types are well covered in [3] . Our interest however is systems that experience both Rayleigh fading channel and jamming. For these channel problems, it is clear that we can use both antenna diversity and spread-spectrum techniques at the same time. Thus, in this paper our goal is to derive, report, and evaluate BER for systems employing antenna diversity and spread-spectrum in Rayleigh fading and various jamming signals.
In spread spectrum, the spectrum of a narrowband signal is spread to achieve better performance in the presence of interference signals. In this paper, we use a specific type of SS called direct sequence spread spectrum (DSSS). The narrowband signal is multiplied with a periodic pseudo-noise (PN) sequence, which effectively spreads the spectrum of narrow band signal. We consider Rayleigh fading channel and three different types of interference: broadband noise jamming (also known as barrage noise jamming), pulsed noise jamming and tone jamming. We evaluate BER performances of systems of various diversity orders, with the emphasis on MIMO systems. Maximal ratio combining (MRC), which is a combining technique that ensures maximum signal-to-noise ratio (SNR) is used. Perfect channel estimation is assumed. Orthogonal space-time block codes (OSTBC), such as Alamouti OSTBC [4] , are used for different transmit diversities. In terms of modulation, we derive expressions for phase and quadrature amplitude modulations. In this work, due to the use of both I and Q (in-phase and quadrature) channels, we will consider the use of complex spreading [5] . Classical or "real" spreading of both I and Q channel causes crosstalk between the I-channel and the Q-channel signals of a symbol when they are de-spread at the receiver. In classical spreading, although the codes may be different, the same bit patterns or symbols are used for both channels. This process results in crosstalk, which significantly decreases the performance. As such, "true" complex spreading is needed. We will apply complex spreading to both MIMO-PSK and MIMO-QAM modulation systems with three types of interference. Specifically, we consider DS-QPSK and DS-64QAM. We will analyze various diversity combinations to determine effective transmit/receive antenna combinations for the three types of jamming in a Rayleigh fading channel. The comparison assumes fixed signal bandwidth and fixed transmit power. We will see that for a lot of cases broadband jamming is more effective than tone jamming. In pulsed jamming, the duty cycle is given by ρ. We will report the effect of increasing ρ on BER as a function of signal-to-jam ratio.
This work is outlined as follows. Section II provides the signal model background necessary to present this work and summarizes MRC technique. Section III discusses the general bit error rate for Rayleigh fading and how it can be utilized to derive BER expressions for systems of various diversity orders. In Section IV, we derive various parameters needed such that BER expressions for various modulations under jamming can be evaluated. Specifically, we find the expression for μ, which contains the critical signal-to-interference ratio (SIR). In Section V, we present BER curves for various systems. Finally, we present our conclusions in Section VI.
II. SIGNAL MODEL AND MRC

A. Signal Modeling
A spread spectrum (SS) modulated signal is a signal that has a much larger bandwidth than its narrowband counterpart via spreading in the frequency domain. The jammer in the channel adds on to the received signal. On receive, the narrowband signal is re-formed via de-spreading. This results in an effective reduction of the magnitude of the power spectral density (PSD) of the jamming signal and thus, the effectiveness of jamming is reduced. Assume a bit sequence (0s and 1s) with a bit rate of R b , where T b is the bit time. Assume a periodic pseudo-noise (PN) sequence of N chips (0s and 1s) with a chip period of T c , where the sequence period is the same as the bit time. To perform DS spreading, each data bit waveform is multiplied by the PN sequence waveform. Alternatively, each bit (repeated N times but having T c duration each) is modulo-2 added it to the N chips of the PN sequence to produce the spread spectrum signal that is used to modulate the carrier signal. Because the chip rate R c is N times the bit rate, the SS signal bandwidth is N times the bandwidth of the narrowband signal. The PN sequence period may be selected to be an integer multiple of the bit duration. The number N is defined as the spread factor of the SS signal.
The multipath fading channel is a commonly used model in wireless communications. Each signal path results in a randomly delayed, attenuated, and phase-shifted copy of the transmitted signal. These multipath copies combine at the receiver, where the received signal can be modeled as a Rayleigh fading process (for no line-of-sight path), a Rician fading process (for one line-of-sight path), or a Nakagami fading process. In addition, because the arrival times of the multipath copies are random, the multipath copies in some cases overlap the next bit or symbol and cause inter-symbol interference. A channel is defined as flat fading when the multipath delay spread is less than the symbol time [5] . For a flat fading channel, we let the complex channel tap coefficient be h = |h|e jθ , where h is the attenuation coefficient of the signal and θ is the phase shift that the fading channel introduces. In this paper, we assume that the complex channel tap is available via perfect channel estimation.
B. Maximal Ratio Combining
In a receiver, the channel-tap weighted copies are available at the input of the combiner. Multiple transmit antennas alone cannot provide separate copies of the symbol at the receiver because the single-antenna receiver receives the sum of these copies without the ability to separate them for combining. A combination of transmit antenna diversity and time diversity provides the receiver sufficient statistics to separate the copies for combining, which is achieved by applying orthogonal space-time block codes (OSTBC) in the transmitter. We assume that the transmit antennas have sufficient interelement spacing in order to have uncorrelated paths. The use of maximal ratio combining (MRC) is assumed in the receiver. Transmit diversity by uses space-time L s -by-L t complex code matrix G, where L t is the number of transmit antennas for m complex symbols transmitting over L s symbol times with
For an L-fold diversity system, we assume fixed throughput and fixed transmitted power for proper comparison. Thus, the energy of a transmitted copy is 1/L of the symbol energy. An optimum coherent combiner in the receiver must execute a combining operation in order to obtain a signal-to-noise ratio that is the sum of signal-to-noise ratios of the L received copies. More specifically, this means that the combiner must rotate the phases of the decision sample of L copies to align their phases (co-phasing) and weight each copy with their respective sub-channel tap before summing (weighting). Therefore, strong sub-channels are taken into account more than weak sub-channels. Consider the pre-combining samples of L copies of an arbitrary transmitted symbol s i at the output of the matched filter. The sub-channel received signal is given by
where h l is the complex sub-channel tap, and N l is the complex additive white Gaussian noise (AWGN) of the l th sub-channel with a variance 2σ 2 . In vector form, the received signal is given by
Assuming perfect channel estimation, the sufficient statistic for coherent demodulation is
where † denotes conjugate transpose of a vector and · is the norm of vector. The MRC decision variable is
where
where SNR l,i is the instantaneous SNR of the pre-combining l th copy of symbol s i . Thus, MRC achieves the maximum output signal-to-noise ratio, which is the sum of L input SNRs of the multiple copies of the received signal.
III. BER FOR RAYLEIGH FADING WITH DIVERSITY
When the sub-channel tap magnitudes |h l | are Rayleigh distributed with normalized mean square value E[|h l
has a chi-square density function with 2L degrees of freedom. The bit error rate (BER) is approximated by [5] 
where N n and M depend on the modulation and μ depends on received signal power. More specifically, the parameter μ is dependent on signal-to-interference (SIR) ratio. Clearly the interference represent receiver noise and/or jamming signal. Receiver noise is usually modeled as AWGN. The BER expressions for various modulations can be easily be derived by simply substituting the proper N n , M , and μ in (5) for the IQ modulation scheme of interest. N n and M are easily 
where we denote α as modulation factor, d min is the minimum Euclidean distance, and σ
2
T is the total variance of the interference. In our derivations of BER curves, assumptions will be made as to the strength of the jamming signal relative to receiver noise. As such, we will note when SIR specifically becomes SNR (signal-to-noise ratio), SJR (signal-to-jamming ratio), or SJNR (signal-to-jamming-plus-noise ratio). Since we have the general expression for BER (5) in Rayleigh fading, we will concentrate on finding μ for various the modulations of interest.
IV. BER FOR DS IQ MODULATIONS IN VARIOUS JAMMING SIGNALS
In this section, we evaluate the BER performances of IQ complex spreading systems in Rayleigh fading under the three aforementioned jamming types employing QPSK and 64QAM modulations. The systems may be SISO, SIMO, MISO, and MIMO since the diversity L may be broken down into any of these systems. For quadrature modulations in general, the IQ complex spreading receiver is shown in Figure 1 . Let the complex symbol be d = d + jd where, d denotes the I bit andd denotes the Q bit. Let the complex spreading function be c(t) = c I (t) + jc Q (t), where I and Q bits are spread by c I (t) and jc Q (t) respectively. The symbol energy is E s = A 2 Ts 2 , where A is the received signal amplitude. Of course, E b is equal to E s when the each bit represents a symbol. We derive the exact μ expressions such that the exact BER expressions can evaluated for the following jamming signals and IQ modulations of interest.
A. Broadband Noise Jamming
Just like receiver noise, broadband noise jamming is typically modeled as AWGN. Let J 0 /2 be the PSD of the jamming signal. The equivalent PSD of the broadband signal in a spread-spectrum system is J 0 /2, where J 0 = J 0 /N . It can be shown that the variances of the the I and Q channels are equal and are given by
and thus the total interference variance at the detector is
1) QPSK:
For QPSK, it can be shown that μ is given by
B. Pulsed Noise Jamming
Pulsed noise jamming uses broadband noise but only a percent of the time given by ρ, i.e., ρ is the duty cycle of the jammer. For ρ values between 0 and 1, the system performs under receiver noise and jamming signal, For the special case of ρ = 0, we specify the jammer to be turned off and thus, the receiver interference is just due to the receiver noise. By total probability theorem, the BER is given by
where P b J+N is the BER under jamming and receiver noise and P b N is the BER under AWGN only. We recall, for the conventional system, the PSD of the jamming signal is J 0 /2. For the spread spectrum system under pulsed noise when the jammer is on, the PSD is given by
If we consider the case where the jamming signal is considerably greater than the receiver noise, i.e., (
, then the BER is dominated by the jamming signal, where BER becomes P b ≈ ρP b J and SIR becomes SJR.
1) QPSK:
For QPSK, the parameter μ is
2) 64QAM: For 64QAM, μ is specifically given by [5] μ = 1
C. Tone Jamming
As the name suggests, tone jamming uses a sinusoidal waveform presumably within the signal bandwidth. The jamming signal is given by
where A J is the amplitude and θ is the arbitrary phase of the jamming signal. It can be shown that the variances due to the jamming tone (alone) in the I and Q channels are equal and are given by
and thus the total interference variance (due to receiver noise and jamming tone) at the detector is
For QPSK, it can be shown that μ, now a function of both the tone jamming and receiver noise, is given by
V. RESULTS WITH ORTHOGONAL SPACE TIME BLOCK CODES
Finally in this section, we evaluate the BER performances of various IQ complex-spreading MIMO systems in Rayleigh fading with broadband noise, pulsed noise, and tone jamming. MRC is assumed in the receiver. Since there are L t and L r antennas, the diversity gain is L = L t L r . To maintain proper comparison to a single antenna system, symbol energy is adjusted depending on the number of transmit antennas and the rate of the space-time code. The multiplicative scaling is given by R/L t . For L t = 2, we use the Alamouti code which has a code rate R = 1 and as such, the symbol energy is multiplied by 1/2. For L t = 3, we use an OSTBC with code rate R = 3/4. As such, the multiplicative scale for the symbol energy is 1/4. For L t = 4, we the use an OSTBC with code rate R = 3/4. As such, the multiplicative scale for the symbol energy is 3/16. Figure 2 , the BER performance sets for DS-QPSK with broadband jamming in Rayleigh fading are shown. In Figure 2a it nearly flattens for E b /N 0 > 10 dB. In Figure 2b , the BER curves are shown for systems that use complex spreading. The BER curves are shown for E b /J 0 = 0 dB as a function of increasing N . We note the improvement of BER as N is increased. In Figure 2c , the BER curves are shown as a function of increasing number of transmit antennas. Here, we use L r = 2 number of receive antennas since it is understood that an amount of diversity in the receiver is good in general in terms of BER. For these curves, N = 64 and E b /J 0 = 0 dB are used. Here we note that the increase from 1 to 2 transmit antennas greatly improves BER for Eb/N 0 > 10 dB and minimal degradation for Eb/N 0 < 10 dB. However, while the increase to 3 and 4 antennas improves BER at large SNRs (Eb/N 0 ), the BERs are not necessarily better compared to L t = 2 for low and medium-range SNRs. As such, it is clear L t = 2 is a good choice considering both BER performance and number of transmit antennas. As such we will use L t = 2 as we increase the number of receive antennas for N = 64 and E b /J 0 = 0 dB. In Figure 2d , BER curves as a function of increasing receive antennas (L r = 1, 2, 3, 4) are shown. Here, it is clear that the BER improves as L r is increased.
A. Broadband Noise Jamming 1) QPSK: In
2) 64QAM: In Figure 3 , the BER performance sets for DS-64QAM are shown. In Figure 3a , the BER curves (versus Eb/N 0 ) as function of decreasing E b /J 0 are shown for a SISO sytem without spreading. Just like in DS-QPSK, the BER worsens as jammer power is increased. The BER for E b /J 0 = 0 dB is so degraded that it nearly flattens for Eb/N 0 > 5 dB. As expected, BERs for 64QAM are worse than QPSK. In Figure 3b , the BER curves are shown for E b /J 0 = 0 dB as a function of increasing N . Again, BER improves as N is increased. In Figure 3c , the BER curves are shown for systems as a function of increasing number of transmit antennas. L r = 2, N = 64, and E b /J 0 = 0 dB are used. The increase in 1 to 2 transmit antennas greatly improves BER. Here, the increase to 3 and 4 antennas does not improve BER until very large SNRs (Eb/N 0 > 22dB). Thus, in practice, the use of transmit antennas greater than L t = 2 may not be recommended. Thus, we will use L t = 2 as we increase the number of receive antennas for N = 64 and E b /J 0 = 0 dB. In Figure 3d , BER curves as a function of increasing receive antennas (L r = 1, 2, 3, 4) are shown. Just like in DS-QPSK, BER improves as L r is increased. Figure 4 , the BER performance sets for DS-QPSK with pulsed noise jamming are shown. In Figure 4a , the BER curves (versus Eb/J 0 ) as function of increasing ρ are shown for a SISO sytem without spreading. The BER worsens as ρ is increased. In Figure 4b , the BER curves are shown for ρ = 0.1 as a function of increasing N . As expected, BER improves as N is increased. In Figure 4c , the BER curves are shown for a 2X2 MIMO system with N = 64 as a function of increasing ρ. Here, we note all the BERs improve with the 2X2 diversity gain. However, we note the effectiveness of ρ = 0.01 as a jammer value, i.e., the BER corresponding to it remains flat for E b /J 0 < 2 dB. In Figure 4d , the BER curves are shown for 2X4 MIMO system. All BERs improve with the 2X4 diversity gain and we again note the effectiveness ρ = 0.01 as a jammer value.
B. Pulsed Noise Jamming 1) QPSK: In
2) 64-QAM: In Figure 5 , the BER performance sets for DS-64QAM are shown. In Figure 5a , the BER curves (versus Eb/J 0 ) as function of increasing ρ are shown for a SISO sytem without spreading. The BER worsens as ρ is increased. In Figure 5b Figure 5d , the BER curves for 2X4 MIMO system improve and we again note the effectiveness ρ = 0.1 and ρ = 0.01 are effective Figure 6 , the BER performance sets for DS-QPSK with tone jamming are shown. In Figure 6a , the BER curves (versus E b /N 0 ) as function of increasing A J /A are shown for a SISO sytem without spreading. As expected, the BER worsens as jammer power is increased. The BERs for A J /A = 6 dB and A J /A = 10 dB are so degraded that they are almost constant. In Figure 6b , the BER curves are shown for A J /A = 6 dB as a function of increasing N . BER improves as N is increased. In Figure 6c , the BER curves are shown for systems as a function of increasing number of transmit antennas. Here, we use L r = 2 number of receive antennas. Here we note that the increase from 1 to 2 transmit antennas improves BER for E b /N 0 > 11 dB and minimal degradation for E b /N 0 < 11 dB. We note the increase to 3 and 4 antennas does not improve BER until large very SNRs (E b /N 0 > 17dB). Moreover, the degradation in BER for E b /N 0 A < 17 dB is significant. We will use L t = 2 as we increase the number of receive antennas for N = 64 and A J /A = 6 dB. In Figure 6d , BER curves as a function of increasing receive antennas (L r = 1, 2, 3, 4) are shown. BER improves as L r is increased.
2) 64-QAM: In Figure 7 , the BER performance sets for DS-64QAM are shown. In Figure 7a , the BER curves (versus E b /N 0 ) as function of increasing A J /A are shown for a SISO sytem without spreading. As expected, the BER worsens as jammer power is increased. In Figure 7b , the BER curves, shown for A J /A = 6 dB, improves as N is increased. In Figure 7c , the BER curves are shown as a function of increasing number of transmit antennas. Here, we use L r = 2 and note that the increase from 1 to 2 transmit antennas improves BER for E b /N 0 > 18 dB. The increase to 3 and 4 antennas does not improve BER until large very SNRs (E b /N 0 > 22 dB) with significant BER degradation for E b /N 0 < 22 dB. Here, L t = 1 may be a good enough choice. With L t = 2, in Figure 7d , BER curves as a function of increasing receive antennas (L r = 1, 2, 3, 4) are shown, where it is clear from all the preceding examples that there is no performance penalty for increasing the number of receive antennas in communications systems except of course for receiver complexity.
VI. SUMMARY
In this paper, we evaluated BER performances of modulation schemes that employ complex spreading and spatial diversity in Rayleigh fading under three jamming signals. The jamming signals are broadband noise, pulsed noise, and tone jamming. The effect of these jamming signals in Rayleigh fading are shown to be very severe in some cases. We note the effectiveness of the combined use of DS complex spread spectrum technique and MIMO configurations in mitigating the jamming signals in Rayleigh fading.
